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Abstract— Wireless sensor networks (WSNs) have attracted
tremendous attention of the research community in recent
years. Security becomes one of the major concerns when there
are potential attacks against sensor networks. Many services in
security, such as authentication and key management, are
critical to ensure the normal operations of a sensor network in
diverse applications and environments. Thus, familiarity with
the current research in this field will benefit researchers greatly.
With this in mind, we survey the major topics in WSNs security,
and present the main solutions in the sensor security, classify
many of the current attacks, We also discuss our proposal
architecture based on multi agent platform for ensuring robust
security, without key management , in wireless sensor networks
with lower energy consumption.
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I. INTRODUCTION

A wireless sensor network is a special network which has
many constraints compared to a traditional computer
network. Due to these constraints it is difficult to directly
employ the existing security approaches to the area of
wireless sensor networks. All security approaches require a
certain amount of resources for the implementation, including
data memory, code space, and energy to power the sensor.
However, currently these resources are very limited in a tiny
wireless sensor (figure 1).

II. WIRELESS SENSOR NETWORKS ATTACKS

In order to better understand the security systems
that must be able to prevent, counter, detect, and respond to,
this section provides a brief overview of sensor network
attacks. We note that an attacker may be equipped with either
malicious nodes or more sophisticated computing machinery
like a laptop or signal generator and signal processing
equipment, may be an inside attacker or an outside attacker,
or may be a passive or an active attacker. Most trust models
assume that the base station is trustworthy as long as it is
available.
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Figure 1: Limited ressources in wireless sensors

Given the great value of the base station, one can argue
that it is more likely to be attacked than a sensor. It is also
more likely to have network connectivity through a wired or
wireless gateway.

Sensor networks are susceptible to attacks starting from
the physical layer and going all the way up the stack to the
application layer. From the literature [1],[8] the popular
sensor network attacks can be classified like mentionned on
Table 1.

III. KEY MANAGEMENT IN WIRELESS SENSOR NETWORKS

In WSNs, most security protocols are based on the
cryptographic operations using keys. Key management
problem can be de-composed into four phases. The first is the
key distribution or pre-distribution phase where secret keys
are distributed to sensor nodes for use with the security
mechanisms (i.e., confidentiality, authentication and
integrity). Sensor nodes have a limited life time, and they are
subject to variety of attacks including node capture. New
sensor nodes may be deployed and security materials on
existing ones may need to be updated. The key management
solutions can be classified and evaluated by considering
following properties [2]:

e Underlying network architecture. In distributed
WSN, there is no resource rich member, and sensor nodes
have equivalent capabilities. In hierarchical WSN, there are
one or more resource rich central stations, and there is a
hierarchy among the sensor nodes based on their capabilities.



TABLE I: Popular Attacks in WSN

Transport Layer Attacks.

Software Attacks.

Key Management Protocol Attacks.

Sensor Network Layer and Routing Layer Attacks
Network -
Attacks Physical Layer Attacks.

Physical Tampering.

Traffic Analysis Attacks

Link Layer Attacks.
Cybil Attack

o Communication  style. A unicast
communication between a pair of neighboring nodes requires
a pair-wise key shared between them. A reusable pair-wise
key is used to secure the unicast communication between
more than one pairs of neighboring nodes. Disadvantage is
that more than one links are compromised when a reusable

pair-wise key is compromised.

secure

o Key pre-distribution method. Keys and keying
materials are distributed to sensor nodes based on a
probabilistic, deterministic or hybrid algorithm.

o Key discovery and establishment method. A set of
solutions pre-distribute a list of keys, called a key-chain, to
each sensor node, and a pair or a group of sensor nodes can
secure their communication if they have a key in common.

A. Key Management in Hierarchical Wireless Sensor
Networks

A Hierarchical WSN (HWSN) includes one or more
computationally robust base stations. Sensor nodes are
deployed in one or two-hop neighborhood around base
stations or resource rich sensor nodes (called cluster heads) as
illustrated in Figure 2. Base stations are usually assumed to
be trusted and used as the key distribution centers. In a
HWSN, pair-wise, group-wise and network-wise keys are
required to secure unicast, multicast and broadcast types of
communications among sensor nodes, cluster heads and base
stations.

e Pair-wise Key Management

In a Hierarchical WSN, base station to sensor node,
or sensor node to base station unicast communications are
secured by using dedicated pair-wise keys. A straightforward
approach is to pre-distribute a dedicated pair-wise key to each
sensor node so that each base station shares a dedicated pair-
wise key with each sensor node deployed within its close
vicinity.
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Figure 2 : Hierarchical WSN

o Group-wise Key Management

A set of solutions propose to use costly asymmetric
cryptography based key management solution. In a HWSN
where each base station shares a dedicated pair-wise key with
each sensor node deployed within its close vicinity, the base
station can intermediate group-wise key establishment.
Localized encryption and authentication protocol (LEAP)
proposes a group-wise key generation scheme which follows
LEAP pair-wise key establishment phase. Assume that sensor
node Su wants to establish.

o Network-wise Key Management

Network-wise keys are used to secure base station to
sensor node broadcast traffic in HWSN. A straightforward but
insecure approach is to pre-distribute a single network-wise
key to all sensor nodes. Multi-tiered security solution [3]
proposes to protect data items to a degree consistent with
their value. In key setup phase, each sensor node receives a
list of m master keys. Selected master key is named as active
master key. RC6 is used as encryption algorithm.

B. Key Management in Distributed Wireless Sensor
Networks

In a distributed WSN (figure 3), sensor nodes use
dedicated pair-wise, reusable pair-wise and group-wise keys
to secure their communication, or use keying materials to
generate these keys. A part of key management solutions,
called key pre-distribution schemes, assign a list of keys,
called a key-chain, to each sensor node a priori to the
deployment. Others, called key generation schemes, assign
keying materials to each node by using which a pair or a
group of nodes can generate keys to secure their
communication. Solutions to distribute keys and keying
materials can be classified as probabilistic [4], deterministic
[5], and hybrid [6]. In probabilistic solutions, keys and
keying materials are randomly selected from a pool. In
deterministic solutions, deterministic processes are used to



design the pool and to decide which keys and keying
materials to assign to each sensor node so that the key
connectivity is increased. Finally, hybrid solutions use
probabilistic approaches along with deterministic algorithms
to improve the scalability and key resilience.

Figure 4: Illustration of intrusion detection approach based on agents

Figure 3 : Distributed WSN

IV. THE AGENT SECURITY FOR WSN

A. Agent Approach

The agent [7], [9] approach discussed here involves
developing a platform Multi agent system ensuring the
security of sensors. Indeed, this approach resumed in the
ability of agent to manage a set of sensors of its sensing field,
taking into consideration a range of sensors, and detects
physical intrusion or malicious nodes. These sensors
programmed with agents are able to communicate with other
sensors. An information report is delivered to the base station
(sink) revealing the state of security level of sensors in order
to act at time for any outside intrusion. Figure 4 illustrates the
key idea of our approach. In this case, the nodes may belong
to the same level; the agent ensures the collection in its field
of four nodes and returns any anomaly or intrusion to the
sink.

B. Multi Agent Platform

The pilot implementation of those agents (Sensors)
is based on TinyOS component model. TinyOS components
are specified using nesC programming language that has a C-
like syntax, but supports the TinyOS concurrency model. The
main information programmed in modules (to be sensed) is
related to movement, exceeding number of sensor belonging
to the same fields. Our proposal Multi agent platform is a
code containing some data and a control program
interpretable on the agent platform. Each platform resides at
one sensor and consists of the following modules (figure 5):
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Figure 5: Hierarchy of Platform and agents

o NesC interpreter: interpreter of the NesC language
that manipulates with agent program and possibly interacts
with other modules.

o Security Agent Platform: services provided to the
agents. It includes computation (a set of functions),
interpreter control, when an event or intrusion is received,
and it also includes some platform variables that are
accessible to particular agents.

e Report transport  system:  responsible  of
transmission and reporting the security state to the sink.

C. The Approach Advanteges

In addition to the security of this architecture, this
approach minimizes the energy consumption, needed when
processing to distribute and verify keys, compared to other
solutions based on cryptography and key management.
Indeed, in this approach, sensors are required to sense with
no treatment or management of keys. Therefore, the energy
savings can be a result from the implementation of such a
platform.



V. CONCLUSION

This article outlines the usage of key management
techniques securing of a wireless sensor network. In add we
present a security platform combined with an agent, which is
a part of a program code. The computational power for
security tasks of a cryptographic key seems greedy on energy
whereas the proposal platform reduce this consumption
faraway of use the key management.

In the future work we focus firstly on this platform
implementation, then to evaluate the energy consumption of
the proposal platform with solutions based on cryptography.
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